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Executive Summary 

Project Background 
GridEcon seeks to define workable economic models for the Grid and to identify the 
economics-aware components and solutions necessary to realise these models and 
help to remove the barriers to successful Grid adoption.   

Technical collaboration is an important element of the project. It will allow the project 
team to exploit synergies, benefiting from similar work being carried out by related 
teams. Additionally, through forums for exchange such as the European Grid 
Technology Days organised by the EC and other similar events, feedback on ideas 
and research work can be obtained.  

An important issue to consider in a project developing new models and services is 
how these project outputs can be built on by others in future research and commercial 
products. Standardisation is important and various standards bodies and groups have 
been identified that the consortium would like to interface with throughout the 
duration of the project. If input can be provided to standards bodies based on the 
project outputs, this would provide a significant indicator of success.  

Purpose of Document 
The GridEcon project will build a number of collaborations with related entities such 
as partner projects and organisations and standards bodies. This document sets out the 
candidates for collaboration and how the project team intends to work with them.  

The GridEcon Technical Annex lists a set of seven tasks that make up this work 
package. Details of the how the project will accomplish each of the tasks are provided 
later in the document.  

Summary 
The Collaboration Plan sets out the project’s collaborations and provides details for 
each of the internal and external contacts and the anticipated nature of collaboration. 
The collaboration effort itself is detailed through a set of tasks that encompass the full 
process. The tasks are as follows:  

 

Exploitation of synergies / technical concertation – Carried out primarily 
through groups such as the TWG7 Working Group on Grid Economics and 
Business models led by Jörn Altmann and Stephen Taylor.  

 

Joint forums for exchange and dissemination – Technical exchange has been 
taking place at a variety of meetings, conferences and workshops where project 
members can meet with other EU project teams and researchers working in a 
similar field. These meetings include TWG7 meetings, the EU concertation 
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meetings such as the European Grid Technology Days events and Open Grid 
Forum meetings;  

 

Co-ordination of standardisation efforts – Driven through interaction with 
standards bodies such as OGF, OASIS, W3C etc. A set of key groups of interest 
within the OGF have been identified. The ultimate aim will be to feed project 
outputs into standards efforts;  

 

Repository of reference implementations and Grid middleware – The project 
will result in development outputs that it is hoped will form reference 
implementations of our research findings. It is intended that this material will be 
contributed to existing repositories and will be available for access by researchers 
in related areas so that work can be built upon;  

 

Collaboration on research inventories and roadmap – A roadmap for future 
research is based on a number of key areas highlighted in the description of this 
task;  

 

Indicators and impact assessment – The impact of the project’s outputs in the 
wider community will be based on key indicators. These indicators will make it 
possible to measure the level of impact and adoption of our research;  

 

Training activities – Training activities consist of both internal training of project 
members on other partner’s existing research and technical material and external 
training of the community through workshops and tutorials.  

Through implementation of these tasks, opportunities for future collaborations, 
research and information exchange will emerge to further the impact of this research 
within the community.  

Structure of Document 
The remainder of this document is structured as follows: 

 

Section 1 introduces the document. 

 

Section 2 defines collaboration partners and provides collaboration status. 

 

Section 3 covers the Work Package tasks. 

 

Section 4 investigates the legal issues affecting collaboration between users of 
Grid computing technologies in different European countries. 

 

Section 5 describes future steps. 
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List of Abbreviations 
Abbreviation Explanation 
EGEE Enabling Grids for E-Science 
GridSAM Grid Submission and Monitoring 
JSDL Job Submission Description Language 
NESSI Networked European Software and Services Initiative 
OGF Open Grid Forum (previously Global Grid Forum (GGF)) 
OGSA Open Grid Services Architecture 
RUS Resource Usage Service 
TWG Technical Working Group 
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1 Introduction 

The GridEcon project has a number of ongoing collaborations with related entities 
such as partner projects and organisations and standards bodies. This document sets 
out the current state of collaborations carried out directly between projects and 
through attendance at various events and meetings.   

The Technical Annex lists a set of seven tasks that make up this work package. 
Details of the how the project is managing each of the tasks is provided later in the 
document.  

Technical collaboration is an important element of the project. It allows the project 
team to exploit synergies, benefiting from similar work being carried out by related 
teams. Additionally, through forums for exchange such as the European Grid 
Technology Days organised by the EC and other similar events, feedback on ideas 
and research work can be obtained.  

An important issue to consider in a project developing new models and services is 
how these project outputs can be built on by others in future research and commercial 
products. Standardisation is very significant here and various standards bodies and 
groups have been identified that the consortium would like to interface with 
throughout the duration of the project. If input can be provided to standards bodies 
based on the project outputs, this would provide a significant indicator of success.  

This version of the collaboration report includes details of ongoing interactions with 
various groups including the Open Grid Forum with GridEcon running a session on 
Grid Economics and Business Models at OGF23 and a member of the project giving a 
presentation at OGF22. Technical Working Group 7 (TWG7) on Grid Economics and 
Business Models continues to meet and these meetings have led to interesting 
presentations and discussions with members of related European projects. IU 
organised a successful workshop on Grid Economics (GECON2007) that was co-
located with Euro-Par 2007 and this has led to GECON2008 again being organised by 
IU in August 2008.  

The various legal issues that affect collaboration between parties wishing to share 
computational resources can be significant. In order to ensure reliable access to 
remote resources owned by another party and to offer some recourse in the event that 
the expected product or service is not provided, SLAs are often used to provide legal 
binding to agreed usage properties. When the parties are in different countries, the 
differences in laws make this much more complex. There are also issues such as 
which countries laws apply when a problem is encountered with an infrastructure that 
spans multiple countries. In order to address these issues, a section has been added to 



WP7 – D7.2: Collaboration Report Final      

IST – 033634 GRIDECON 8

this report investigating the legal issues that affect use of computational 
infrastructures that span different European countries.  

Section 2 of this document covers the project collaborations that GridEcon has set up 
while section 3 covers the seven tasks that WP7 is formed from. Section 4 
investigates the legal issues described above and Section 5 concludes with future 
steps. 
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2 Collaboration Partners 

2.1 Introduction 
This section of the document presents the partner projects and organisations we intend 
to work with. For each we describe the intended nature of collaboration and the 
timescale within the project where this collaboration will be significant.  

The following template is used for each collaboration and provides details of the 
contacts and nature of the collaboration.  

Project/Organisation Name The name of the external project or 
organisation involved in this 
collaboration. 

External Contact(s) GridEcon’s main contact(s) within this 
external project/organisation. 

Internal Contact(s) The main contact(s) within GridEcon 
involved in this collaboration. 

Nature of Collaboration The nature of the collaboration with this 
external project/organisation – e.g. 

- Information sharing 
- Joint paper 
- Technology 

contribution/exchange 
Status of Collaboration Contact to be made / Initial contact made 

/ Ongoing collaboration 
Technology Focus (Within project 
scope) 

The area of GridEcon where this 
collaboration is relevant. 

Actions Taken Actions already carried out. 
Timeline Future collaboration timeline for this 

partner. 

 

2.2 Application Domains 

2.2.1 Scientific Applications 
Project/Organisation Name EGEE 
External Contact Dr David Colling, High Enery Physics 

Group, Department of Physics, ICL  

Fotis Karayiannis, Greek Research and 
Technology Network (GRNET) 

Internal Contact Jeremy Cohen (ICL – Dr Colling) 
Costas Courcoubetis (AUEB – GRNET) 
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Nature of Collaboration EGEE is developing a large European-
wide Grid infrastructure. Collaboration 
on technical challenges and issues is 
anticipated. 

Status of Collaboration Imperial College London is a partner in 
EGEE and this collaboration is ongoing.  

Technology Focus (Within project 
scope) 

Grid architecture technical issues. 

Actions Taken Members of the GridEcon project based 
at ICL continue to work with colleagues 
involved in EGEE on related technical 
issues in the area of Grid architectures.  

Prof. Courcoubetis gave an invited talk, 
“Sharing policies and resource 
provisioning in Grids”, at the e-
Infrastructure Reflection Group (e-IRG) 
Workshop, Heidelberg, Germany on 20th 
April 2007. In this talk, some preliminary 
GridEcon results were presented, 
regarding the effects of sharing policies 
in the sustainability of Grids. 

Timeline Ongoing throughout project timescale 

 

2.2.2 Business Applications 
Project/Organisation Name ECOLEAD 
External Contact None at present – (Project Manager – 

Martin Ollus (Martin.Ollus@vtt.fi) 
Internal Contact  
Nature of Collaboration Input to Business Models. 
Status of Collaboration Inactive 
Technology Focus (Within project 
scope) 

Business Models 

Actions Taken Initial contact was made with Martin 
Ollus. The ECOLEAD project has now 
finished. 

Timeline ECOLEAD project ended on 31/03/2008 
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2.2.3 R&D Application Domain 
Project/Organisation Name OneLab 
External Contact Panagiotis Antoniadis 
Internal Contact Costas Courcoubetis (AUEB) 
Nature of Collaboration Networking technologies 
Status of Collaboration Active collaboration between AUEB and 

UPMC (OneLab’s project coordinator) 
Technology Focus (Within project 
scope) 

Economic aspects of networking / 
bandwidth provision/management 

Actions Taken  
Timeline Ongoing 

 

Onelab is an IST project started on 1st September 2006. Its main objective is to 
create "an open networking laboratory integrating, testing, validating and 
demonstrating new fixed and wireless networking technologies in real world settings 
and production environments". There is strong collaboration with Planetlab and an 
important task of this project will be to host Planetlab-Europe (in the context of an 
effort to make the management of Planetlab more efficient). In addition, Onelab will 
introduce new technologies in the shared testbeds (e.g. UMTS, Wimax, etc.) and 
will explore more sophisticated ways than the ones used today in Planetlab (i.e. a 
minimum fixed contribution of two nodes) to provide incentives for resource 
contribution.   

Onelab and Planetlab have strong similarities with traditional grid systems since the 
main service provided to participants is the aggregated computing and networking 
resources made available from their own contributions, with the only difference 
being that the network topology formed by the nodes used by a certain user is of 
great importance. Hence, Onelab is a very interesting case study for the practical 
implementation of the theoretical results produced in GridEcon concerning the 
design of incentives mechanisms for resource provision in grid systems. In addition, 
the existence of a significant amount of Planetlab usage data and the analysis of 
these data being carried out in the context of Onelab for identifying the main utility 
and cost generators in such a system could provide useful feedback for the 
refinement of the economic models produced in GridEcon. So, along these lines, 
AUEB has started a strong collaboration with UPMC (OneLab's project 
coordinator), which will hopefully result to a joint publication combining our 
theoretical work with the need for a practical incentive mechanism for resource 
provision in OneLab.  

 

2.3 Economic-Related Aspects  
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Project/Organisation Name Akogrimo 
External Contact Dr. Antonio Sánchez Esguevillas (Project 

Coordinator) 
Internal Contact  
Nature of Collaboration Mobile collaborative Grids environments 
Status of Collaboration  
Technology Focus (Within project 
scope) 

Mobility 

Actions Taken Initial contact was made with Dr. 
Antonio Sánchez Esguevillas.  

Timeline Ongoing until December 2007 

  

Project/Organisation Name ARGUGRID 
External Contact Francesca Toni, Dept. of Computing, 

Imperial College London 
Internal Contact ICL 
Nature of Collaboration Input on argumentation/agent 

technologies. 
Status of Collaboration Collaboration has been setup and is 

active. 
Technology Focus (Within project 
scope) 

Pricing / Negotiating using Agent 
technology. Pricing models. 

Actions Taken Contact has been made with the project 
and Francesca Toni gave a presentation 
on ARGUGRID at the GridEcon kick-off 
meeting in July 06.  

A subsequent discussion has taken place 
with Dr. Moustafa Ghanem of 
ARGUGRID based on how agents within 
ARGUGRID form SLAs and carry out 
price agreement through an 
argumentation process. 

Timeline Ongoing collaboration throughout 
project. 

 

Project/Organisation Name BEinGRID 
External Contact George Thanos 
Internal Contact Antoni Quintarelli (LCMG), Costas 

Courcoubetis (AUEB) 
Nature of Collaboration  Grid business cases from BEinGRID 

(aka Business Experiments) serves as 
input to Gridecon for business scenarios 
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identification for economic analysis. 
Also input on legal issues. 

Status of Collaboration Ongoing – GridEcon partners (LCMG, 
AUEB) also members of this project. 
Further collaboration is planned in the 
second year of BEinGRID especially 
with regard to the BEinGRID repository 
(Gridipedia) economic modelling. A 
separate task for this has been added in 
the new TA of BEinGRID. 

Technology Focus (Within project 
scope) 

Business models and business case 
calculations. General contributions to 
Experiment # 15 Grid based disaster 
recovery service 

Actions Taken Contribution to deliverable, meetings 
Timeline Ongoing 

 

Project/Organisation Name BEinGRID 
External Contact Santiago Ristol Jorba 
Internal Contact Dr. Jörn Altmann (IU) 
Nature of Collaboration Business opportunities of Grids for 

SMEs 
Status of Collaboration Ongoing – Joint project proposals 
Technology Focus (Within project 
scope) 

Economic incentives 

Actions Taken Meetings 
Timeline Ongoing 

 

Project / Organisation name BEinGRID 
External contacts Michiel Perdeck (Logica) 
Internal contacts Wico Mulder (Logica) 
Nature of collaboration Possible technology exchange with 

BEinGrid (regarding specific components 
being developed within the BE15 
experiment). 

Status of collaboration Initial contact made; Wico is involved in 
testing one of the BEinGRID components 
in an experimental grid environment 
(almeregrid)’. 

Technology focus (with project scope) The back-up service component, brought 
to market as a financial e-grid service, 
might be interesting for GridEcon (WP1). 

 

Actions taken Further discussions to take place between 
GridEcon and BEinGRID. 
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Timeline Ongoing throughout project timescale. 

 

Project / Organisation name BEinGRID 
External contacts Perjan Moors (Logica) 
Internal contacts Ruth de Vulder, Rob Blaauboer (Logica) 
Nature of collaboration Possible information exchange with 

BEinGrid re. policies and regulations in 
grid computing. 

Status of collaboration Contact has been made; information 
exchange has been canceled due to NDA 
procedures. 

Technology focus (with project scope) BeINGRID’s work on contract 
management and IP ("Legal Report on 
Contractual and Liability Questions"; 
"Report on Relevant Intellectual Property 
Rights Issues") could be helpful for 
GridEcon’s WP7. 

Actions taken Completed 
Timeline 01 April 2008 – 30 April 2008 

 

Project / Organisation name BEinGRID 
External contacts Jacob Mulder (Logica) 
Internal contacts Ruth de Vulder, Wico Mulder (Logica) 
Nature of collaboration Contribution of GridEcon to the 

Gridipedia website (a repository on grid 
technologies, initiated by BEinGRID) 

Status of collaboration Contact has been made; GridEcon to 
decide on possible contribution. 

Technology focus (with project scope) Dissemination task (WP6) 
Actions taken Further discussions to take place between 

GridEcon and BEinGRID. 
Timeline 01 April 2008 – 30 June 2008 

 

Project/Organisation Name BREIN 
External Contact Dr. Antonio Sánchez Esguevillas (Project 

Coordinator) 
Internal Contact Rob Blaauboer (LCMG) 
Nature of Collaboration Interoperability and standardisation 
Status of Collaboration Awaiting for initial contact to be 

established 
Technology Focus (Within project 
scope) 

Business-centric models 

Actions Taken Stefan Wesner from Stuttgart HLRS has 
been invited to final workshop 
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Timeline To be continued throughout the project 

 

Project/Organisation Name Challengers 
External Contact Santi Ristol, AtosOrigin 
Internal Contact John Barr (451G) 
Nature of Collaboration Economic aspects of HPC, SLAs 
Status of Collaboration Position papers, meetings, plan research 

agenda 
Technology Focus (Within project 
scope) 

Specific Support Action on Challenges in 
Grids, Challengers — 'Against 
mainstream research' 

Actions Taken Meetings 
Timeline Ongoing 

  

Project/Organisation Name D-Grid 
External Contact Christian Baun, Ulrich Sax  
Internal Contact Dr. Jörn Altmann 
Nature of Collaboration Economic Aspects of Interconnection of 

HPC center interconnection; SLA 
discussions. 

Status of Collaboration Ongoing – Discussions and joint 
proposals 

Technology Focus (Within project 
scope) 

Economic Modeling 

Actions Taken Meetings 
Timeline Ongoing 

 

Project/Organisation Name Grid4All 
External Contact Ms Ruby Krishnaswamy 

(ruby.krishnaswamy@francetelecom.co
m) 
Vladimir Vlassov (vladv@kth.se), 
Responsible for collaboration work 
package 

Internal Contact Jeremy Cohen (ICL) 
Thierry Rayna (ICL) 

Nature of Collaboration Collaboration on dynamic virtual 
organizations and approaches to resource 
pricing. 

Status of Collaboration Ongoing 
Technology Focus (Within project 
scope) 

SME and Grid community 

Actions Taken First teleconference has taken place. 
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Plans have been made for continued 
collaboration.  

Members of Grid4All are part of TWG7. 
Timeline Collaboration is continuing through the 

TWG7 working group and through 
events such as the concertation days. 

 

Project/Organisation Name Grid4All 
External Contact Leandro Navarro 
Internal Contact Dr. Jörn Altmann (IU) 
Nature of Collaboration Social economic effects of ubiquitous 

Grids. 
Status of Collaboration Ongoing – Joint proposals 
Technology Focus (Within project 
scope) 

Social economic effects 

Actions Taken Meetings 
Timeline Ongoing 

 

Project/Organisation Name NextGrid 
External Contact Mark Parsons 

(m.parsons@epcc.ed.ac.uk) 
Internal Contact Jeremy Cohen (ICL) 

Thierry Rayna (ICL) 
Nature of Collaboration Collaboration on Economic-aware 

components and Economic models. 
Status of Collaboration Ongoing 
Technology Focus (Within project 
scope) 

Business models. Architecture 
description and specification. 

Actions Taken Initial contact made. A first 
teleconference took place on 18/06/2007. 
A first meeting has been scheduled. 

Timeline Ongoing until December 2007 (end of 
NextGrid Project) 

 

Project/Organisation Name SORMA 
External Contact Dirk Neumann, Omer Rama 
Internal Contact Dr. Jörn Altmann 
Nature of Collaboration Collaboration on business models, 

Service Level Agreements (SLA), 
session organisation on Grid economics 

Status of Collaboration Initial discussions and first meetings 
planned 

Technology Focus (Within project Economic issues in Grid Computing 
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scope) 
Actions Taken One successful meeting, 2nd in Jan. 2007 
Timeline To be continued throughout the project 

2.4 Grid Technologies 

2.4.1 Payment Mechanisms  

Project/Organisation Name PayPal 
External Contact None at the moment 
Internal Contact Dennis Reedy (GigaSpaces) 
Nature of Collaboration Technology feasibility study to 

determine applicability of an In Memory 
Data Grid to meet technical goals 

Status of Collaboration Complete 
Technology Focus (Within project 
scope) 

Create a scalable solution to enable fast 
access to a large amount of data. The 
resulting system must be reliable, highly-
available and manageable in order to 
provide just-in-time fraud detection 
algorithmic determination  

Actions Taken Participated in technology assessment 
Timeline At this time no further activities are 

planned 

 

2.4.2 Basic Grid Middleware  

Project/Organisation Name GridSAM – Grid Submission and 
Monitoring 

External Contact Dr Steve McGough 
Internal Contact Jeremy Cohen (ICL) 
Nature of Collaboration Open source GridSAM software to be 

considered for utilisation in WP4 
Status of Collaboration Active collaboration, initial discussions 

have taken place. 
Technology Focus (Within project 
scope) 

Basic Grid middleware providing job 
submission and monitoring. 

Actions Taken Contact made with GridSAM team. 
Software available for investigation in 
WP4. Meeting took place with 
development team. 
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A presentation on behalf of GridSAM 
was made by Jeremy Cohen at 
GridEcon’s technical meeting in Sankt 
Augustin in January 2007. 

Timeline Collaboration to continue throughout the 
technical development phase of the 
project. 

 

Project/Organisation Name Globus 
External Contact None at the moment 
Internal Contact Dimitrios Sotiriou (ATC) 
Nature of Collaboration Information sharing and Technology 

exchange. 
The consortium will try to acquire 
knowledge from the existing middleware 
and derive new economic components 
that are required to provide further 
financial viability for Grid platforms. 

Status of Collaboration Contact to be made 
Technology Focus (Within project 
scope) 

Grid Architecture and Design of 
economic-aware components (WP3 and 
WP4) 

Actions Taken An initial contact will be established 
shortly. 

Timeline Contact to be made within next 6 months 

 

2.4.3 On-demand Computing   

Project/Organisation Name Amazon 
External Contact Simone Brunozzi 
Internal Contact ICL 
Nature of Collaboration Input on Cloud computing technologies. 
Status of Collaboration Collaboration has been setup and is 

active. 
Technology Focus (Within project 
scope) 

Amazon on-demand compute services. 

Actions Taken Contact was made with Amazon WS in 
December 08.   

Simone Brunozzi, the Amazon WS 
evangelist for Europe, has agreed to give 
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a presentation for final workshop 
Timeline Ongoing  
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2.5 Grid Standards  

Project/Organisation Name OGF OGSA Working Group 
External Contact Hiro Kishimoto 
Internal Contact Dr Steve McGough (ICL) – Steve 

McGough is not a member of GridEcon 
but attends OGSA-WG meetings on 
behalf of ICL. 

Nature of Collaboration Awareness of working group 
standardisation activity. Active project 
member(s) within this WG. 

Status of Collaboration Active – attending working group 
meetings as necessary. 

Technology Focus (Within project 
scope) 

Standardisation 

Actions Taken Ongoing participation in WG. 
Timeline Participation to continue throughout the 

project. 
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Project/Organisation Name Resource Usage Service Working 

Group (RUS-WG) 
External Contact Steven Newhouse, OMII-UK 
Internal Contact Dr Steve McGough (ICL) – Steve 

McGough is not a member of GridEcon 
but attends OGSA-WG meetings on 
behalf of ICL. 

Nature of Collaboration Awareness of working group 
standardisation activity. Active project 
member(s) within this WG. 

Status of Collaboration Active – attending working group 
meetings as necessary. 

Technology Focus (Within project 
scope) 

Standardisation. 

Actions Taken Ongoing participation in WG. 
Timeline Participation to continue throughout the 

project. 

 

Project/Organisation Name Grid Computing Environments (GCE-
WG) 

External Contact Dennis Gannon, Geoffrey Fox (Indiana) 
Internal Contact None at present 
Nature of Collaboration Initial contact made 
Status of Collaboration Initial contact with the GCE-WG team 

made at the OGF meeting on May 7 
2007.  

Technology Focus (Within project 
scope) 

Standardisation 

Actions Taken Investigation of project status and 
standards via OGF web presence. 

Timeline Keep awareness of the group’s progress 
via their website. Other meetings to 
follow. 
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3 Work Package Tasks 

This section describes in detail the co-ordination and dissemination tasks taking place 
as part of the GridEcon project. The section is structured according to the seven tasks 
that form Work Package 7. For each task, completed and ongoing activities are 
covered. 

3.1 Task 7.1: Exploitation of synergies / technical 
concertation  

This task is handled through links with organisations and projects working in 
compatible areas. The ability to exploit synergies through working with other teams 
will increase the impact of the ideas and models developed within the GridEcon 
consortium and also continue to assist with guiding the progress of the project over 
the coming months.  

Technical concertation is assisting in the process of validating and verifying ideas and 
getting valuable feedback on the consortium’s work. Technical concertation has been 
driven primarily through presenting at and participating in EU concertation meetings 
and events and interaction with related European projects. The collaborations detailed 
in section 2 of this document form the basis for exploitation of synergies and technical 
concertation with related entities. 

3.1.1 TWG7 – Grid Business Models and Service Level Agreements 
(SLAs)  

GridEcon jointly leads technical working group 7 on “Grid Business Models and 
Service Level Agreements (SLAs)”. Other projects like BEinGRID, SORMA, 
BREIN, etc. contribute to this technical working group (TWG7) which was originally 
set up by Steve Wallage and Prof. Jörn Altmann. At the first working group meeting 
on 21st September 2006 at the European Grid Technology days, Brussels, TWG7 was 
officially introduced. Following the departure of Steve Wallage from the GridEcon 
project, TWG7 is now jointly chaired by Prof. Jörn Altmann and Dr. Stephen Taylor 
of the IT Innovation Centre, Southampton, UK. Several meetings of TWG7 have now 
taken place with the most recent being held at Fraunhofer SCAI, Sankt Augustin, 
Germany in May 2008. TWG7 will continue to meet regularly providing an important 
opportunity for interaction at a technical level between European projects working in 
related areas. Details of TWG7 and related meetings that have taken place are shown 
below:  

TWG7 Meeting, EGTD2006, 21st September 2006, Brussels, Belgium: The 
inaugural meeting of Technical Working Group 7 took place at the European Grid 
Technology Days 2006 in Brussels. TWG7 was officially introduced by co-chairs 
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Steve Wallage and Prof. Jörn Altmann. During the meeting, the key topics of the 
working group were introduced and an agenda for the next few months was discussed 
in order to begin planning the ongoing activities of the group. It was decided that, 
after finalizing the priorities of TWG7, a first assessment of potential projects in the 
TWG7 research areas would be carried out and the assignment of group members as 
leaders of sub-research groups would be investigated.  

TWG7 Meeting, 17th January 2007, Sankt Augustin, Germany: The second 
TWG7 meeting on Grid Business Models and Service Level Agreements (SLAs) was 
held at Fraunhofer FIT in Sankt Augustin, Germany on 17th January 2007. This 
meeting provided an opportunity to build on the initial meeting 4 months earlier in 
Brussels and further develop an agenda for the future activities of the group. 
Technical and project presentations were given, including presentations on the 
BEinGRID project given by representatives from ATOS Origin and SCAI. This 
provided a good opportunity to investigate collaboration possibilities between 
BEinGRID and GridEcon. More generally, the meeting provided a very useful forum 
for general exchange and verification of ideas relating to material that is important for 
GridEcon.  

GECON 2007/TWG7 Meeting, 28th August 2007, Rennes, France: This TWG7 
meeting was co-located with Euro-Par 2007 and the GECON 2007 workshop that 
took place in Rennes, France. The meeting consisted of presentations from related 
projects and discussion of current technical work and issues within the group’s field. 
Co-location of the group with Euro-Par provided an ideal opportunity to increase the 
group’s profile and gain participation from potential new group members. The 
GECON 2007 workshop, organised by IU, included a session aiming at horizontal co-
operation of European Grid projects. The projects edutain@grid, SORMA, A-WARE 
and ARGUGRID were invited for a joint session with GridEcon where each project 
had the opportunity to present papers on status and technical issues with subsequent 
roundtable discussions.  

EGTD2007, 26th September 2007, Brussels, Belgium: TWG7 related discussions 
took place at the 2007 European Grid Technology Days in Brussels. Discussions were 
in relation to specific research challenges in the area of Grid and SOA business 
models and economics and a deadline was agreed for WG members to contribute 
material with the aim of producing consolidated output from TWG7 describing the 
challenges in these areas.  

TWG7 Meeting, 13th May 2008, Sankt Augustin, Germany: An earlier meeting of 
the group planned for March 2008 was postponed due to a scheduling conflict with an 
EC workshop on the ICT Work Programme 2009-2010. This resulted in the meeting 
of TWG7 taking place at Fraunhofer FIT in May 2008. This full day meeting was 
attended by representatives from various European projects. The morning session 
included presentations from a number of projects including BREIN and AssessGrid 
with some time for technical discussion about the material presented. The afternoon 
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session of the meeting took the form of an open discussion on the key issues around 
Grid business models, SLAs and economics. There was significant discussion around 
remote software deployment in Grid environments and the issues of guaranteeing 
SLAs and handling software licensing issues in these environments.  

3.1.2 NESSI 2nd General Assembly 
NESSI, the Networked European Software and Services Initiative held its 2nd General 
Assembly in Brussels, Belgium on December 11th and 12th 2007. John Barr, 451 
Group and Jeremy Cohen, ICL were both in attendance at this event. The first day of 
the event was a plenary session and on the second day a series of parallel sessions 
were held. A set of presentations on NESSI strategic and compliant projects showed 
some interesting work related to GridEcon and the opportunity to talk to 
representatives from the projects after the session was useful resulting in an 
interesting technical discussion with a member of the RESERVOIR project. Other 
sessions attended included “Services in the Future Internet” and “Services – 
contribution to the FP7 work programme”.   

3.1.3 GECON 2008  

A further meeting of TWG7 was held in combination with the GECON2008 
workshop, co-located with the Euro-Par 2008 conference, 26th-29th August 2008 in 
Las Palmas, Canary Islands, Spain.   

3.1.4 SSOKU   

The annual concertation meeting organised by the European Commission’s 
Information Society and Media DG, Unit D3: Software and Service Architectures and 
Infrastructures took place in Brussels on 22nd and 23rd September 2008. GridEcon had 
several project members in attendance at this meeting.  

3.1.5 Other Events  

The European Commission’s ICT 2008 event took place between 25th and 27th 

November 2008 in Lyon, France.  Several GridEcon members were in attendance.     

An ICT Proposers’ day took place in Budapest on 22 January 2009. Several GridEcon 
project members were in attendance.   
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3.2 Task 7.2: Joint forums for exchange and dissemination  

Following the theme of technical concertation introduced in Task 7.1, this task 
ensures that project output is suitably debated and disseminated within the community 
through both academic and industrial links.  

Forums for exchange include events such as the European Grid Technology Days 
(EGTD) meetings run by the EC and various annual conferences that provide an ideal 
forum for debating the issues we are investigating, these include:  

 

IEEE/ACM International Conference on Grid Computing 

 

IEEE/ACM International Symposium on Cluster Computing and the Grid 

 

International Conference on e-Science and Grid Computing 

 

IEEE High Performance Distributed Computing Symposium (HPDC) 

 

Open Grid Forum (OGF) Meetings  

A number of reports follow on meetings and events in which GridEcon have been 
involved in order to exchange technical information, meet with groups undertaking 
similar work and disseminate details of the work being undertaken in the GridEcon 
project.  

3.2.1 Workshop on Grid Economics and Business Models 
(GECON2007)  

This workshop took place in August 2007 in Rennes, France and was co-located with 
Euro-Par 2007. 

3.2.2 Open Grid Forum 20 (OGF20)  

The 20th Open Grid Forum (OGF) meeting took place in Manchester, UK, between 
the 7th and 11th May 2007. The meeting was co-located with the 2nd EGEE User 
Forum. Members of the GridEcon project from both Imperial College London and 
The 451 Group were in attendance at this meeting. Of particular relevance to 
GridEcon was the Service Oriented Knowledge Utilities (SOKU) workshop that 
included a number of presentations looking at the emerging service-oriented 
environments within which outputs of GridEcon will be situated. A presentation on 
the NextGRID project was given and discussions with NextGRID about collaboration 
between the two projects have begun. Project representatives also attended sessions 
on Grid Markets where presentations from industry discussed current state-of-the-art 
in Grid markets within production systems.  
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On the standards side of the meeting, Imperial College representatives were in 
attendance at the Job Submission Description Language (JSDL), OGSA-BES and 
OGSA EMS Working Group sessions.  

This meeting provided a good opportunity to network with representatives from Grid 
standards teams and other EU Framework Programme projects in addition to keeping 
up to date with the latest research in the area of Grid within both academia and 
industry. 

3.2.3 Open Grid Forum 22 (OGF22) 
The 22nd Open Grid Forum meeting was held in Cambridge, MA, USA. A Financial 
Services Workshop session took place on Wednesday 27th February 2008 in which 
John Barr of The 451 Group made a presentation on “Grid Standards and the Finance 
Industry”.  

One particular area of interest to GridEcon at this OGF event was material on Cloud 
Computing with several presentations on the topic. Dr. Irving Wladawsky-Berger, 
Chairman Emeritus of the IBM Academy of Technology and a Visting Professor of 
Engineering Systems at MIT gave a keynote speech entitiled Cloud Computing, Grids 
and the upcoming Cambrian Explosion in IT. A Birds of a Feather (BoF) session on 
Cloud Systems was also held in which several presentations were made on various 
aspects of Cloud Computing.  

3.2.4 GridForum.nl Annual Business Day 
Logica attended the GridForum Annual Business Day 
(http://www.gridforum.nl/bedrijvendag) on 2nd April 2008. Gridforum Netherlands is 
the association for anyone in the Netherlands who is interested in or working with 
Grid technology and Grid services. Gridforum.nl offers a platform for the exchange of 
knowledge, expertise and information about Grid technology and all applications that 
it provides. The association Gridforum Netherlands was established on 11 December 
2003 and now has around a hundred members from the academic field, business and 
government. Gridforum.nl is a member-based not-for-profit association and as such 
independent from commercial parties. Gridforum.nl is part of the worldwide Global 
Grid Forum. 

3.2.5 CCGrid 2008 
The 8th IEEE International Symposium on Cluster Computing and the Grid (CCGrid 
2008) took place in Lyon, France between the 19th and 22nd May 2008. On Thursday 
May 22nd, a European Projects Showcase session was held in which a presentation of 
GridEcon was made jointly with the SORMA project. Over 15 projects were 
represented at this session making it an important forum for dissemination of 
information about the GridEcon project. 

http://www.gridforum.nl/bedrijvendag
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3.2.6 BEinGRID Industry Days / Open Grid Forum 23 (OGF23) 
The 23rd Open Grid Forum was held in Barcelona, Spain between the 2nd and 6th June 
2008. This event was co-located with the BEinGRID industry days. Jeremy Cohen of 
ICL organised a session at OGF23 on Grid Economics and Business Models on behalf 
of the GridEcon project.  

The Grid Economics and Business Models session took place on Tuesday 3rd June and 
was well attended with approximately 40 participants. The session ran for 90 minutes 
and consisted of two presentations followed by a discussion session. Jeremy Cohen 
introduced and closed the session with Dr. Thierry Rayna, ICL, chairing. Talks 
focusing on specific business modeling and economic issues within Grid 
environments were given on behalf of GridEcon by Chris Bannink, Logica and on 
behalf of the BEinGRID project by Prof. Katarina Stanoevska-Slabeva, MCM 
Institute, University of St. Gallen. A panel answered questions and guided the 
discussion that took place following the presentations. The panel consisted of the two 
speakers who were joined by Prof. Jörn Altmann and Jeremy Cohen. The discussion 
raised some interesting issues about the practicalities of making resources owned by 
individuals available to an open Grid environment and the potential security and trust 
problems that occur. There were also questions about Green IT and the environmental 
issues surrounding the development of very large high performance computing 
installations.   

The session closed with a question about possible areas for standardisation in the area 
of Grid Economics. This was related to a point made in the session introduction about 
the Grid Economics Service Architecture Working Group (GESA-WG) that was 
active within the GGF a few years ago but has been in a state of ‘hibernation’ for 
some time. There was some discussion about the potential for re-launching the GESA 
group or starting a new group with the aim of developing standards in the Grid 
Economics field. This is something that is being considered and was a very 
appropriate conclusion to the session.  

3.2.7 The World Summit of Cloud Computing,  1-2 Dec 2008, Israel  

Nat Shalom led the IGT 2008 "The World Summit of Cloud Computing" conference 
that took place on Dec. 2008 at wohl Center, Ramat Gan, Israel (http://video.new-
app.com/customers/grid/IGT2008/main.html). Some of the speakers in this event 
were: Simone Brunozzi (Web Services Evangelist, Amazon), Jon Nountjoy 
(Developer Relations Manager, Saleforce.com), Russ Daniels (VP & CTO HP Cloud 
Services Strategy), Nati Shalom himself, and many other. In his talk at the conference 
Nati Shalon described the GridEcon project and the project outcomes.  

http://video.new-
app.com/customers/grid/IGT2008/main.html
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3.2.8 AKSAAS, Getting Ready for the Cloud, 11 Dec 2008, 
Singapore  

AKSAAS  is a research organization in Singapore that works together with 
GigaSpaces to deliver Cloud based environment for enterprise applications.  

Nat Shalom attended AKSAAS’ “Getting Ready for the Cloud” seminar in Singapore 
(http://www.aksaas.com/GigaspacesSeminar/Seminar-Schedule.html), co-organised 
with GigaSpaces. In his session Nati described the latest developments in the industry 
on cloud computing, and where he feels these will be going. He also shared his 
experiences on how to design and deploy enterprise applications in a cloud/grid 
computing platform, what to take into account while developing or deploying 
applications on the cloud, and demonstrated how to transition applications to run on 
the Cloud without needing to completely re-architect them. Standard Application 
Servers as we've known them only partially address enterprises' needs for scalability. 
As a result, a new class of application servers has emerged, focused on massive 
scalability. He also explored some of the common characteristics of these servers 
while looking at how to migrate an existing Java EE web app to a scale-out 
application server relatively seamlessly. In addition, he discussed how new pricing 
models and commodity cloud can create a virtual cloud data-center and how that is 
going to effect the pricing model in the cloud. 

3.2.9 UK e-Science All Hands Meeting 2008 
The UK e-Science All Hands Meeting 2008 took place between 8th and 11th 

September in Edinburgh, UK. ICL’s Internet Centre attended this event as in past 
years with an exhibition stand in the exhibition area. ICL demonstrated the GridEcon 
software at the Internet Centre booth and also displayed a poster and made project 
flyers available. ICL also presented a session paper at the Meeting.   

3.2.10 Other Events  

Gigaspaces spoke at the Virtualization Conference and Expo held in New York City, 
NY, USA on 23rd and 24th June 2008. The presentation included material about the 
work Gigaspaces are undertaking within the GridEcon project.  

GridEcon project members were also in attendance at NESSI’s ServiceWave 2008 
conference in Madrid between the 10th and 13th December 2008. 

http://www.aksaas.com/GigaspacesSeminar/Seminar-Schedule.html
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3.3 Task 7.3: Co-ordination of standardisation efforts  

In addition to embracing existing standards within the development work carried out 
as part of the GridEcon project, we plan to contribute our findings to standards bodies 
in the hope that our work can be rolled into current standards efforts. This will help to 
ensure interoperability, and to contribute to the development of inclusive standards.  

The major standards body that we continue to interface with is the Open Grid Forum 
(OGF), formed through the merger between the Global Grid Forum (GGF) and the 
Enterprise Grid Alliance (EGA). The OGF consists of a number of Working Groups 
aiming to develop standards in a variety of Grid-related technology areas. The 
specific groups we follow include:  

 

Job Submission Description Language Working Group (JSDL-WG) 

 

Resource Usage Service Working Group (RUS-WG) 

 

Open Grid Services Architecture Working Group (OGSA-WG) 

 

Grid Computing Environments Working Group (GCE-WG)  

Additionally, work will be fed into other groups including OASIS and W3C if 
applicable.  

It is also intended to work with other groups looking to build coordinated technical 
solutions, such as NESSI, the Networked European Software and Services Initiative, 
a European body consisting of several industrial and academic partners, JISC – the 
Joint Information Systems Committee – and the Web Services Grid Application 
Framework (WS-GAF). Members of the GridEcon project attend NESSI events, most 
recently NESSI’s 2nd General Assembly.  

Imperial College London have existing links with JISC and good contacts within the 
OGF, with a member of the Internet Centre team at ICL team being co-chair of the 
OGF’s Job Submission Description Language Working Group (JSDL-WG). 

3.3.1 Open Grid Forum – Standards   

JSDL: The Job Submission Description Language (JSDL) is a language that has been 
standardised under OGF and provides a means to describe jobs for submission to 
compute resources. The description of a job is important for the GridEcon architecture 
since it is necessary to have a standardised way of describing jobs in order for them to 
exist with the type of service-based framework being developed in GridEcon. 
Initially, JSDL is being investigated to see if it can reasonably be utilised within the 
framework that is developed. Subsequently, the possibility of feeding information into 
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the JSDL-WG to assist updating of the language to support the addition of economic 
properties will be explored.  

RUS: The Resource Usage Service (RUS) Working Group is aiming to develop a 
Resource Usage Service for monitoring resource usage within a Grid environment. 
The group is aiming to design a service that supports an Open Grid Services 
Architecture (OGSA) environment. The recording of resource usage information is of 
great importance within the GridEcon framework since accurate recording of resource 
usage is key to reliable pricing of hardware resources. Utilisation of this group’s 
output will assist in methods for recording resource usage. It is intended to keep track 
of the group’s outputs and attend meetings where possible. Where opportunities arise, 
outputs from GridEcon will be fed into this group.   

Grid Economics: During the session on Grid Economics and Business Models run by 
GridEcon at the 23rd Open Grid Forum meeting, the discussion turned to the topic of 
standardisation and whether there is scope for restarting standards activities in this 
area.  

The Grid Economics Service Architecture Working Group (GESA-WG) that was 
operational under the OGF but is now in a state of hibernation was developing a 
reference architecture for Chargeable Grid Services designed to be compatible with 
the Open Grid Services Architecture (OGSA). Technical aspects of Computational 
Grids have moved on somewhat from when this group was active and the challenges 
and approaches are now different. However, it is believed that there is potential for 
developing a new Working Group that looks at Grid Economics issues with the aim of 
developing a reference platform for handling economic issues in trading Grid 
resources. The main issue with starting such a group would be finding a set of co-
chairs to start the new group who have sufficient available time and employer support 
to attend regular OGF meetings and carry out the extensive work necessary to run 
such a standards WG.  

The timeline to development of a first version of a standard is significant and it can 
take several years to reach version 1. Given that the GridEcon project will be 
completed within approximately 6 months, it cannot be expected that any useful 
output could be gained from a new Grid Economics-specific Working Group during 
the remainder of the GridEcon project. The idea of restarting a Grid Economics 
standards group is undergoing continued consideration but from GridEcon’s point of 
view, more valuable interaction will be possible with existing standards groups.
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3.4 Task 7.4: Repository of reference implementations and 
Grid middleware  

Many projects have been carried out under a variety of national and international 
research programmes over the past few years to develop Grid middleware, tools and 
utilities. These projects regularly release their development efforts as open-source 
code or make the products downloadable in binary form from a project repository. 
Additionally, work in the OGF, OASIS and other similar standards bodies has 
resulted in agreement of specifications for a variety of Grid and Web Service 
standards. These standards are often backed by reference implementations developed 
either by the working group that developed the standard or by third parties aiming to 
provide a fully compatible, industry accepted implementation of the standard.  

The development phase of GridEcon is building software/middleware that will be of 
use to existing repositories of Grid software and tools and also to general open source 
software repositories. In order to help strengthen existing repositories of tools and 
middleware, GridEcon will aim to: 

 

Create and maintain links to existing repositories of OSS reference 
implementations in the area of Grid middleware.  

 

Provide the implementations and extensions built by the GridEcon project as open 
source software that is publicly available for other developers to further develop 
and for users to adopt.  

 

Maintain links to the OMII-Europe repository and also include references to other 
EU-projects’ repositories such as the CoreGrid BSCW, the AKOGRIMO project 
and the BEinGRID repository.  

 

Investigate other ways of making available the implementations created in 
GridEcon. Ideas include creation of a new project in SourceForge 
(sourceforge.net), a general open source online software repository.  

Development work currently being carried out in GridEcon is being managed through 
the use of an internal source code versioning tool Subversion. When development is 
complete and releases are made, the code may be made available directly by 
providing public access to the main GridEcon source code repository, or through a 
third-party repository such as SourceForge. Disucssions about how this is handled are 
ongoing.  

GridEcon is making use of existing specifications, standards-based reference 
implementations and tools from other SOA and Grid middleware providers and 
related groups. This includes reference implementations of the Web Services 
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specifications that are being used to develop the services that form the core of the 
GridEcon framework. The services developed in WP4 are based on the Java API for 
XML-Based Web Service (JAX-WS) which is standardised through the Java 
Community Process (JCP). An open source reference implementation of JAX-WS is 
available.  
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3.5 Task 7.5: Collaboration on research inventories and 
roadmap  

The successful exploitation of the economic potentials of the Internet (or Grid) will 
require the development of a range of technologies and then their practical 
incorporation into an infrastructure that integrates all these technologies in a 
framework capable of supporting all aspects of Internet economic activity. We can 
break this framework, and the required technologies, into several categories  

 

Applications – The applications that are present in the current Internet or Grid and 
how these applications can be modified or enabled to fit within an Internet 
infrastructure based on new economic models. This is a crucial part of the 
framework, since the value of the Grid directly results from the applications that 
are developed or can be used on the grid environment. The two main approaches 
are either to develop applications specifically for the Grid environment or to 
develop interfaces and translators enabling the use of existing applications in the 
Grid environment without any additional coding. It is also worth emphasizing that 
the ability to use applications developed for heterogeneous Grid environments is 
an important part of the framework and that the questions of standardization are 
thus of the first importance.  

 

Service Discovery – How services or applications on the Internet can be found by 
prospective users without prior knowledge of their existence. Existing approaches 
include registries and peer-to-peer systems. Each approach has advantages and 
drawbacks and it is important to consider the environment (number of 
applications, number of nodes, etc.) in order to adopt the right approach. It would 
also be interesting to consider an auto-scaling environment, based on a super-
nodes infrastructure, that could, based on the constraints, switch from a fully 
centralized (one central registry) to a fully decentralized (a network of registries) 
structure.  

 

Service Composition – Joining services in the Internet environment to achieve 
more complex tasks through combined functionality. This may include joining 
complete applications or more basic building blocks (software components) in 
order to create a single complete application. The interconnected groupings of 
services are known are workflows. Workflows are an essential element of Grid 
environment. They allow to multiply the value of the Grid by easily combining 
and recombining different elements, thereby increasing the potential use and 
decreasing the development costs. However, this element of the framework may 
be one of the most complex, since it requires, first of all, an ability of the 
components to communicate and being combined and also that the combination 
and recombination be sufficiently easy for workflows to be created by most users.  



WP7 – D7.2: Collaboration Report Final      

IST – 033634 GRIDECON 34

 
Price Negotiation – How the price for accessing a service or component is agreed. 
Several approaches can be used. A first option is to centralize the offers and 
demands in a neo-Walrasian auctioneer system. The second option is to use public 
auctions, either held centrally or in auction houses, or held individually and 
reported on a central repository. The third option is to use decentralized peer-to-
peer bargaining. Each option represents a different trade-off in terms of 
implementation, resilience and efficiency.  

 

Contract Negotiation and SLAs – Agreeing access details for services and the 
quality of service that will be provided. Several approaches may exist. First of all, 
the contract negotiation and SLAs can be set up individually for each transaction. 
Secondly, a general framework of contract types and SLAs can be designed and 
then freely used by the different actors. Finally negotiation brokers can be 
introduced as specialized intermediaries.  

 

Application Mobility – How applications or services can be moved around. Since 
they are not transported on physical media such as disks/CDs as with traditional 
software, new means for moving them to new execution environments are 
necessary.   

 

Grid Infrastructure, Utility Resources – The underlying infrastructures for 
managing Grid resources and those available on a Utility basis. The success of the 
Grid environment requires both an optimal infrastructure and an efficient usage of 
resources. The question of the scalability of the Grid and how its infrastructure 
adapts itself to the usage is an essential element.  

 

Secure Payment – Paying for access to software and services in a secure and 
reliable manner. Secure Payment is an essential element of the success of the Grid 
environment. Payment needs to be secured in several ways. First of all, the 
payment act itself needs to be secured, so that essential information cannot be 
intercepted and/or falsified. Also, the finality of the payment itself needs to be 
secured. As the number of agents participating in the grid grows, concerns due to 
anonymity and inability to trust/identify parties is likely to require the presence of 
third parties taking on the responsibility of 1) identifying parties 2) guarantying 
the actual payment.   

 

Legal and Contractual Matters – The legal issues of accessing services and how to 
handle failures and disputes. The agents and nodes of the Grids are placed within 
a legal system. Therefore, the Grid environment does not have, per se, to 
substitute itself to already existing legal environments. Nonetheless, Grids are 
meant to be international and thus contracting nodes can belong to different legal 
environments, thereby creating uncertainty and risk in regards to the potential 
litigations that may arise. The Grid framework should take these issues into 
account and should ensure that these legal and contractual issues are addressed. 
The two obvious ways to address this type of problems would be to collect all the 
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relevant information and provide guidance/self-help mechanisms and/or to involve 
third parties in charge of legal and contractual matters, as well as litigation. A 
more innovative way would be to develop, within the grid environment, hostage 
and compensation mechanisms that could be substitute for small litigation.   

GridEcon will construct a roadmap to show the technical, economic, legal and social 
requirements that need to be met for the successful creation of Internet economic 
markets and show how research being conducted in sister EU research projects, 
commercial developments and standards will provide inputs to this roadmap. 
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3.6 Task 7.6: Indicators and impact assessment 
A necessary test of the success of GridEcon will be an identification and 
characterisation of all the component technologies and standards that need to be 
developed to enable Internet economic activity. The ultimate and sufficient indicator 
of impact will be the creation and successful operation of Internet markets, trading in 
real money, either from within the project or by outside organisations that meet the 
criteria set out by GridEcon to qualify as a genuine example of Internet economic 
activity.  

There are of course many activities already underway via the Internet that supports a 
range of markets and commercial transactions. GridEcon’s definition of an Internet 
market requires the trading of a virtual service or application that requires Internet or 
Grid-based computational support for its realisations.  

The indicators for the key project deliverables are:  

Deliverable Indicator 

Research materials and findings, 
(including whitepapers)  

Take up and citation by other research 
groups 

Journal and conference publications 
Number of joint research works 
published in journals or presented at 
international conferences 

Workshops and working groups 

Attendance by other research groups. 
Inclusion of economic ideas in other 
projects. Convergence of research groups 
on common Economic ideas 

Input to standards bodies 
Adoption of Grid Economic themes 
within published standards  

Press releases Take up by general media 

Reference architecture 
Re-use by other research groups and by 
industry/commerce 

Software components 
Re-use by other research groups and by 
industry/commerce 
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3.6.1 Research Materials and Findings 
GridEcon will express our research output including findings and conclusions both in 
formal (deliverable) documentation and in various whitepapers produced by the 
consortium.   

We anticipate that this material will be of use to other research groups within the EU 
framework and outside and will be cited in further research papers, perhaps leading to 
future research projects. Thus the true impact of the material on Grid research may 
take some time to realize.    

In order to accelerate the diffusion of the material, collaboration with other EU 
projects has been set up and is, at the moment, ongoing. 

3.6.2 Journal and Conference Publications 
Communicating the findings, architectures and concepts developed within GridEcon 
with the rest of the scientific community is of the first importance. It is thus expected 
that the research work conducted in GridEcon will lead to joint papers that will be 
subsequently published in highly ranked journals and international conferences. Since 
the findings of GridEcon are of great interest for many scientific communities and are, 
by essence, multidisciplinary, it is planned that the joint research work will target, and 
be submitted, to journals and conferences related to different disciplines (Computer 
Science, Economics, Management, Business, etc.).  

The number of publications and conference papers are a good indicator of the impact 
of the research work produced by the consortium. 

3.6.3 Workshops and Working Groups 
GridEcon is actively participating in various workshops and working groups and 
through these groups we expect to influence other research groups to at least consider 
the impact of economics on current Grid research. The impact from this activity can 
be assessed both by the level of interest (attendance) shown by other groups, and by 
the level of collaboration with other projects. 

3.6.4 Inputs to Standards Bodies 
We aim to influence the emerging standards for Grid to include economic and market 
ideas as a fundamental aspect. This then means that software services developed to 
comply with these standards will have the ability to more easily participate in future 
Grid markets. 

3.6.5 Press Releases 
We plan to issue press releases to the media local to each member of the consortium. 
The main indicator of success here will be the level of penetration within the general 
media, measured by the number and size of articles successfully published. If we can 
generate some discussion and highlight both this project, the EU Framework 
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Programme, and the impact of Grid on business and the general public then we can 
regard this as a good level of success.  

3.6.6 Reference Architecture 
We plan to release a reference architecture to promote the benefits of making Grid 
software economically aware. As with any reference architecture, the key indicator 
for success will be the take up of the architecture within other projects. We can 
measure this by looking at the number of downloads for the architecture 
documentation. 

3.6.7 Software Components 
We will release a number of software components based on the reference architecture, 
designed to showcase some of the more interesting aspects of the architecture. The 
key indicator for success will be the reuse of these components within other projects 
which we can indirectly measure by looking at the number of downloads.  
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3.7 Task 7.7: Training activities 
Training activities within the project will be split into two areas, internal and external. 
Internal activities will consist of the training of project members on specific project 
related material. External activities will be focused on the dissemination of our 
research to related entities.  

Internal Training Activities: Internal training activities involve the training of 
project members on specific technical material of importance to the various work 
packages. This will continue to take place at the regular face-to-face project meetings 
where various partners have made presentations to explain technical material to other 
partners. The workshop style approach of these meetings where a project member 
presents material and other members can then ask questions and clarify points allows 
for a faster understanding of material than simply distributing technical documents 
around the project partners.  

Project members will also attend conferences, external technical workshops and 
presentations on relevant material in order to build their knowledge and understanding 
of software tools and specs, as necessary.  

External Training Activities: GridEcon will aim to transfer its technologies and 
vision through a range of presentations. Seminars and workshops will be held, largely 
with the EU research and development community. Academic papers will be 
produced where possible and this will allow dissemination of material to a wider 
audience at international conferences and workshops. Where possible, these 
presentations will be supplemented by demonstrations or interactive sessions to 
enable others to gain a greater understanding of the work coming out of the GridEcon 
project. 
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4 Legal Issues 

During work in the project collaborating with various international groups and 
developing technical services to support cross-organisational infrastructures, it 
became apparent that while technical solutions to such problems are possible, the 
legal issues of international access to computational resources and data represent a 
greater problem. It was therefore decided to undertake a study of the issues governing 
contracts and SLAs made between parties in different countries. In the case of 
Computational Grids, the problems are significant. If a user in country A submits a 
job to a hardware resource in country B that uses third-party data housed in country C 
which travels over network links that pass through country D, the question of which 
laws apply when a problem is encountered or an SLA is broken is difficult to answer. 
This section looks at the issues with contracts and SLAs made between entities within 
Europe and is intended to provide insight into the contractual and regulatory issues 
that may arise in a European Grid computing environment. Knowledge on these 
issues is essential for the future uptake and adoption of the framework and services 
that GridEcon is developing. More specifically, this section will offer an introduction 
on business contracts and Service Level Agreements in commercial Grid 
environments based on the type of framework that GridEcon is developing. In the 
same line, it will provide an overview of relevant European legislation. This section 
has been included in WP7 since it was decided that these issues are inherently linked 
to the collaborations that WP7 has been building and managing through the course of 
the GridEcon project.  

GridEcon describes different Grid scenarios and models. The information provided in 
this section is primarily relevant in the context of a Virtual Grid scenario, in which a 
Virtual Grid Service Provider (VGSP) is not owner of any physical resources, but:  

“[…] presents his new value-added service by compiling services offered by 
different providers as a new or innovative Grid-based (or just Grid) service. 
[…] However, this service provider will be responsible for the level and 
quality of service and needs to care about every aspect and detail related to 
this service. The user here, is required only to deals with this VGSP, and 
knows nothing about any underlying providers which is the responsibility of 
this VGSP.” [1] 

In this model, financial dependencies set expectations with regards to performance, 
security and reliability. Agreements need to be set between the underlying 
providers and the service provider, as well as between the service provider and the 
end-user.   
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4.1 Contracts in commercial Grid environments  

Businesses ‘purchasing’ external resources through a Grid market, need to be able to 
rely on the quality and performance of these resources. They need guarantees with 
regards to the timely execution of their software tasks and the security of their data. 
Also, the responsibilities and liabilities of all parties – that is: the resource  providers, 
the service provider and the end-user – need to be clearly set. For example: who is 
responsible if a certain software task is not executed on time and who will provide 
cover for any losses that may result? Buyers and sellers need mechanisms to agree on 
these aspects; these are provided through business contracts and Service Level 
Agreements. For the purpose of this work, resource providers are defined as entities 
that provide computational resources for execution of services where services are 
defined as software applications suitably packaged for remote access through a well-
defined interface. Service providers are the entities that develop services but do not 
provide the computational power to execute them. End-users access services that are 
hosted on remote resources.  

4.1.1 Business contracts  

The primary mechanism for building in trust when dealing with a party at a distance, 
is to set up a business contract. The validity of this contract is ensured by the 
regulatory context in which it is set and thanks to which the terms of the contract are 
legally enforceable (cf. infra).   

In [2], Goodchild et al. explain that 4 elements are needed to create a valid business 
contract:  

- First, an agreement has to be reached on all essential conditions of the 
contract. 

- Secondly, each party establishes the obligation to give something to the other 
(= the notion of consideration). 

- The third element is that of capacity, ensuring that parties entering into the 
contract are lawfully capable of agreeing to contracts. 

- Finally, the legal purpose of the contract must be established. A contract 
cannot be enforced unless the actions agreed upon are legal in the jurisdiction 
where the contract is made.   

Each of these elements will appear in a business contract as clauses covering:  
- A description of the parties involved 
- The definition and interpretation of terms used in the contract 
- The jurisdiction under which the validity, correctness and enforcement of the 

contract will operate 
- The duration and territory of the contract, which defines the times and places 

at which the contract is in force 
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- The nature of consideration, e.g. fees, services rendered, goods exchanged, 
rights granted, etc. 

- The obligations associated with each role, which is expressed in terms of the 
criteria over the considerations. This includes terms and conditions for 
invoicing and payments such as warranties, delivery, liability, rejection, 
termination and accounting provisions.   

These elements and clauses need to be interpreted and formally specified, taking into 
account the specific conditions of a distributed Grid environment spanning different 
countries. In the Virtual Grid scenario described in the introduction, a contract needs 
to be signed between the service provider and the resource provider on one hand, and 
between the service provider and end-user on the other hand. The table below shows 
the necessary clauses and expected content of these two contracts.   

Contract clauses 
Contract Resource 
Provider – Service 
Provider

 

Contract Service 
Provider – end-user 

Description of the 
parties involved  

Names of Resource 
Provider (supplier) and 
Service Provider 
(purchaser) 

Name of the Service 
Provider (supplier) and the 
end-user (purchaser) 

The definition and 
interpretation of terms 
used in the contract  

Supplier enters into an 
agreement with the 
purchaser to supply certain 
goods (= access to 
computing resources) 

Supplier enters into an 
agreement with the 
purchaser to supply certain 
goods (= access to 
computing resources of a 
third party + value-added 
services)  

The jurisdiction under 
which the validity, 
correctness and 
enforcement of the 
contract will operate  

By which country law is 
the agreement governed? 
Country of the Resource 
Provider? Country of the 
Service Provider? 
European contract law?   

By which country law is 
the agreement governed? 
Country of the Service 
Provider? Country of the 
end-user? European 
contract law?   

The duration and 
territory of the 
contract, which defines 
the times and places at 
which the contract is in 
force  

What is the 
commencement date? 
What is the completion 
date? 
Where is the contract in 
force? What is the valid 
currency?  

What is the 
commencement date? What 
is the completion date? 
Where is the contract in 
force? What is the valid 
currency?   
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The nature of 
consideration, e.g. 
fees, services rendered, 
goods exchanged, 
rights granted, etc.  

Specific description of the 
computing resources that 
the Service Provider will 
get access to. 

Specific description of the 
computing resources that 
the end-user will get access 
to, and the value-added 
services offered by the 
service provider. 

The obligations 
associated with each 
role, which is 
expressed in terms of 
the criteria over the 
considerations.  

Terms and conditions for 
invoicing and payments 
such as warranties, 
delivery, liability, 
rejection, termination and 
accounting provisions.   

Terms and conditions for 
invoicing and payments 
such as warranties, 
delivery, liability, 
rejection, termination and 
accounting provisions.   

  

In the second part of this section, we will provide an overview of the European 
regulatory context in which these contracts, and the contract clauses, will be 
operating.    
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4.1.2 Service Level Agreements  

Resources offered in a Grid model typically are heterogeneous: they may be 
geographically distributed and variable in quality and performance. The service 
provider however must be capable of assuring a consistent Quality of Service level to 
the end-user. When a Grid infrastructure operates in a commercial environment, a 
‘best effort’ resource guarantee is no longer sufficient. For Grid technology to be 
adopted by businesses, the Grid service provider needs to make guarantees on 
successful completion, performance and quality of execution. These guarantees can be 
formalized in a Service Level Agreement between the Grid service provider and the 
end-user. [3]  

An SLA is typically signed between two parties, who have the role of provider and 
consumer respectively. As described in [4], an SLA embraces a wide range of issues, 
such as:   

1. Services to be delivered  
2. Performance, Tracking and Reporting  
3. Problem Management  
4. Legal Compliance and Resolution of Disputes  
5. Customer Duties and Responsibilities  
6. Security  
7. IPR and Confidential Information 
8. Termination   

If we apply this to a commercial Grid environment, the following elements will need 
to be defined in the ‘services to be delivered’ section:  

- the application the users wants to run 
- the required capability (CPU, storage, bandwidth) 
- the completion time  
- the level of guarantee that a task will be completed by the indicated time (QoS 

guarantee). [5]   

The fulfillment of an SLA is key; therefore GridEcon will need to foresee the 
necessary measuring and monitoring tools for performance, tracking and reporting. 
With regards to problem management, responsibilities need to be set for dealing with 
failures and delays (failover policies, back-ups).   

The data and programs that are transmitted and processed by Grid resources in 
different organizations – and of which the end user will often not even know where 
they are processed – need to be secure. Confidentiality must be assured and therefore 
confidentiality agreements will be an essential element in Grid SLA’s. Again, the 
European regulatory framework will set the legal context for these contracts. 
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4.2 The European regulatory framework  

Organizations making use of Grid technology need a contractual framework. Where 
Grids span different countries, this will also be reflected in the contracts that are 
signed between the different parties. Rights and obligations, and the legal context in 
which they are enforceable, must be clearly defined, in order to avoid legal disputes 
and procedures.   

In this section we will discuss:  
- The European regulatory context with regards to (electronic) contracts 
- The European regulatory context with regards to liability for illegal activities 
- The European regulatory context with regards to Intellectual Property Rights   

4.2.1 Regulatory context with regards to (electronic) contracts  

4.2.1.1 European Contract Law  

Contracts for trading computing resources in a European Grid environment will be 
governed by the Principles of European Contract Law [6] if no other system or rules 
of law are chosen. The applicability of European Contract Law is described in Article 
1.101 of the Principles of European Contract Law:   

Article 1.101 - Application of the Principles    

(1) These Principles are intended to be applied as general rules of contract 
law in the European Community.     
(2) These Principles will apply when the parties have agreed that their 
contract is to be governed by them.   
(3) These Principles may be applied    
(a) when the parties have agreed that their contract is to be governed by 
"general principles of law", the "lex mercatoria" or the like; or   
(b) when the parties have not chosen any system or rules of law to govern 
their contract.   
(4) These Principles may provide a solution to the issue raised where the 
systems or rules of law applicable do not do so.  

Providing an exhaustive overview of all principles of European Contract Law, is 
outside the scope of this section. The selection of articles listed below is specifically 
relevant to Grid environments:  



WP7 – D7.2: Collaboration Report Final      

IST – 033634 GRIDECON 46

Principles on the place of performance and performance by a third person: [6]

  

- Article 7.101: Place of performance 
- Article 7.106: Performance by a Third Person 
- Article 8.107: Performance Entrusted to Another  

Based on the above articles, we can consider the Grid service provider in a Virtual 
Grid model, as an obligor who entrusts performance to a third person. In this case, 
according to article 8.107, the Grid service provider remains responsible for 
performance. In this construction, the place of performance is the place of business of 
the service provider (the creditor) at the conclusion of the contract, if the place of 
performance of the contractual obligation is not fixed by or determinable from the 
contract (Article 7.101).   

Principles on non-performance, remedies and damages: [6]

  

Chapter 8 and 9 of the Principles of European Contract Law respectively discuss non-
performance and the remedies that are available in case of non-performance. These 
remedies can be monetary and non-monetary, and include recovery of money, 
contract termination, price reductions, compensation for damages, etc. The articles 
below are of specific relevance to Grid environments:  

- Article 8.103: Fundamental Non-Performance 
- Article 8.106: Notice Fixing Additional Period for Performance 
- Article 8.108: Excuse Due to an Impediment 
- Article 8.109: Clause Limiting or Excluding Remedies  

- Article 9.101: Monetary obligations 
- Article 9.301: Right to Terminate the contract 
- Article 9.501: Right to Damages 
- Article 9.502: General Measure of Damages 
- Article 9.503: Foreseeability  

The remedies defined in Chapter 9 are applicable in the following cases (Article 
8.101):  

(1) Whenever a party does not perform an obligation under the contract and 
the non-performance is not excused under Article 8.108, the aggrieved party 
may resort to any of the remedies set out in Chapter 9.  
(2) Where a party’s non-performance is excused under Article 8.108, the 
aggrieved party may resort to any of the remedies set out in Chapter 9 except 
claiming performance and damages. 
(3) A party may resort to any of the remedies set out in Chapter 9 to the extent 
that its own act causes the other party’s non-performance.  
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Given the Grid service provider’s responsibility for performance in this scenario, and 
his vulnerability with regard to the remedies that the end-user can have recourse to, 
the service provider on his turn needs to make clear contractual agreements on 
performance levels and liability with the resource providers. Here again, the 
Principles of European Contract Law can be applied.   

4.2.1.2 The Directive on electronic commerce  

In a paper entitled ‘A European Legal Approach to Grid Computing’ [7], Nikolaos 
Volanis and Jos Dumortier suggest that grid services should be holistically considered 
as information society services for the purposes of applying the relevant regulatory 
framework, in the absence of specific legislation on grid  computing:  

“The first steps to approach grid computing from a regulatory perspective, 
focus on identifying its very nature, that is, classifying it under the current 
European regulatory framework, by comparing its differences and similarities 
to other types of services. However this is not an easy task, since the provision 
of grid services involves many actors and expands on different layers, starting 
from the physical infrastructure that is needed to connect the distributed 
resources, and ending to the higher level abstractions and services that are 
performed by different application programs.” [7]  

Volanis and Dumortier conclude that:  

“Grid services are essentially “information society services”, since many of 
the described functions of the middleware and application layer are already 
mentioned in the regulatory texts. However, the provision of Grid services 
should also satisfy the prerequisite of distance and remuneration.” [7]   

Following the argumentation above, ‘Directive 2000/31/EC on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal 
Market’ [8] can be applied to Grid computing services. Again, providing a full 
interpretation of this Directive is outside the scope of this section. We will however 
highlight some relevant principles and articles with regards to establishment – by 
which law is a Grid infrastructure governed? – and the legal enforceability of 
electronic contracts (since contracts in a Grid environment are likely to be electronic).    

Establishment
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‘Whereas’ 19 of this Directive defines that the place at which a service provider is 
established should be determined in conformity with the case-law of the Court of 
Justice according to which the concept of establishment involves the pursuit of an 
economic activity through a fixed establishment for an indefinite period:   

“The place of establishment of a company providing services via an Internet 
website is not the place at which the technology supporting its website is 
accessible but the place where it pursues its economic activity.”   

This principle can also be applied to the Grid service provider, who provides access to 
resources that might be geographically distributed and located in another country than 
that in which the service provider pursues its economic activity. ‘Whereas’ 22 adds 
that information society services should be supervised at the source of the activity and 
that information society services should in principle be subject to the law of the 
Member State in which the service provider is established.   

Treatment of contracts

  

With regards to electronic contracts, Article 9 of the Directive states that:  

“Member States shall ensure that their legal system allows contracts to be 
concluded by electronic means. Member States shall in particular ensure that 
the legal requirements applicable to the contractual process neither create 
obstacles for the use of electronic contracts nor result in such contracts being 
deprived of legal effectiveness and validity on account of their having been 
made by electronic means.”  

The Directive also sets out which information should be provided by the service 
provider prior to an order and which principles apply at the placement of an order 
through technological means  (Article 10 and Article 11).   

Previous Directives

  

The electronic commerce Directive complements a number of previous Directives that 
might also be applied to Grid computing services contracts:   

- D97/7/EC on the protection of consumers in respect of distance contracts  
- D1999/93/EC on a Community framework for electronic signatures 
- D98/34/EC, laying down a procedure for the provision of information in the 

field of technical standards  
- D98/84/EC, on the legal protection of services based on or consisting of 

conditional access 
- D85/347/EC, on the approximation of the laws, regulations and administrative 

provisions concerning liability for defective products. 
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4.2.2 Regulatory context with regards to liability of intermediary 
service providers  

Is the Grid service provider liable for the content, data and tasks that are transferred 
through the Grid network and processed by the Grid resources? Does the Grid service 
provider, as an intermediary service provider, bear responsibility for possible illegal 
activities performed by the end-users, making use of resources offered through the 
Grid? How can we approach the liability of the resource provider, who does not have 
knowledge on the specific tasks that are processed by the resources that he made 
available to other users via the Grid environment?  

These questions can be partly answered applying the Directive on electronic 
commerce, that aims at eliminating disparities with regards to this topic in the 
Member States’ legislation and case-law. This Directive sets out a number of 
exemptions to the liability of the information society service provider. Following the 
argumentation of Volanis and Dumortier (cf. supra), these exemptions can also be 
applied to the context of the Grid service provider, in the absence of specific 
regulations for Grid computing. The applicability of the exemptions is explained in 
‘Whereas’ 42 and 43. ‘Whereas’ 43 states that:  

A service provider can benefit from the exemptions for ‘mere conduit’ and 
‘caching’  when he is in no way involved with the information transmitted; 
this requires among other things that he does not modify the information that 
he transmits; this requirement does not cover manipulations of a technical 
nature which take place in the course of the transmission as they do not alter 
the integrity of the information contained in the transmission.  

In fact, the Grid service provider as well as the underlying resource provider do not 
have knowledge on the data and software tasks being processed by the Grid resources. 
In the line of Articles 12 (Mere conduit), 13 (Caching) and 14 (Hosting), it is 
therefore difficult to hold them liable for any illegal activities. However, we also need 
to apply the conditions for non-liability, as formulated in Article 14 (Hosting):  

[…]Member States shall ensure that the service provider is not liable for the 
information stored at the request of a recipient of the service, on condition 
that: 
(a) the provider does not have actual knowledge of illegal activity or 

information and, as regards claims for damages, is not aware of facts or 
circumstances from which the illegal activity or information is apparent; 
or 

(b) the provider, upon obtaining such knowledge or awareness, acts 
expeditiously to remove or to disable access to the information.   
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Article 15 (No general obligation to monitor) states that:  

1. Member States shall not impose a general obligation on providers, when 
providing the services covered by Articles 12, 13 and 14, to monitor the 
information which they transmit or store, nor a general obligation actively 
to seek facts or circumstances indicating illegal activity.” 

2. Member States may establish obligations for information society providers 
promptly to inform the competent public authorities of alleged illegal 
activities undertaken or information provided by recipients of their service 
or obligations to communicate to the competent authorities, at their 
request, information enabling the identification of recipients of their 
service with whom they have storage agreements.   

4.3 Regulations on Intellectual Property Rights  

4.3.1 Intellectual Property Rights in general  

Intellectual Property Rights are in several ways relevant to the Grid computing 
environment. Below, we will briefly discuss the regulatory context for protecting 
confidential information in the Grid, as well as the copyright issues that arise when 
using proprietary software in a Grid environment.   

The European Union is a party to following treaties on Intellectual Property:   

- The Agreement on Trade-Related Aspects of Intellectual Property Rights 
(TRIPS) of 15 April 1994.  

- The WIPO Copyright Treaty (WCT) and WIPO Performances and 
Phonograms Treaty (WPPT) of 20 December 1996.   

The World Intellectual Property Organization (WIPO) namely provides the following 
definition of Intellectual Property: 

Intellectual property refers to creations of the mind: inventions, literary and 
artistic works, and symbols, names, images, and designs used in commerce. 

Intellectual property is divided into two categories: Industrial property, which 
includes inventions (patents), trademarks, industrial designs, and geographic 
indications of source; and Copyright, which includes literary and artistic 
works such as novels, poems and plays, films, musical works, artistic works 
such as drawings, paintings, photographs and sculptures, and architectural 
designs. Rights related to copyright include those of performing artists in their 
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performances, producers of phonograms in their recordings, and those of 
broadcasters in their radio and television programs. 1 

There are also international conventions to which all Member States are parties: 
- The Paris Convention for the Protection of Industrial Property 
- The Berne Convention for the Protection of Literary and Artistic Works 
- Rome Convention for the Protection of Performers, Producers of Phonograms 

and Broadcasting Organisations  

Directive 2004/48/EC on the enforcement of intellectual property rights, completes 
these international treaties and aims at offering a solution to the major disparities in 
Member States’ law as regards the means of enforcing intellectual property rights.   

4.3.1.1 Confidential information  

We already indicated that confidentiality agreements are an essential component of 
Grid business contracts and SLA’s. With regards to the legal context that makes these 
confidentiality agreements enforceable, the protection of undisclosed information can 
be referred to. Section 7 of The Agreement on Trade-Related Aspects of Intellectual 
Property Rights (TRIPS) on the protection of undisclosed information (Article 39) [9], 
states that:   

Natural and legal persons shall have the possibility of preventing information 
lawfully   within their control from being disclosed to, acquired by, or 
used by others without their  consent in a manner contrary to honest commercial 
practices so long as such  information:      

(a) is secret in the sense that it is not, as a body or in the precise 
configuration and  assembly of its components, generally known among or readily 
accessible to persons  within the circles that normally deal with the kind of 
information in question;       

(b) has commercial value because it is secret; and       

(c) has been subject to reasonable steps under the circumstances, by the 
person lawfully  in control of the information, to keep it secret.  

Moreover, databases are specifically protected as intellectual creations. Article 10(2) 
of TRIPS states that:                                                  

 

1 More information on these two categories can be found in: 
http://www.wipo.int/freepublications/en/intproperty/895/wipo_pub_895.pdf

 

http://www.wipo.int/freepublications/en/intproperty/909/wipo_pub_909.pdf

 

http://www.wipo.int/freepublications/en/intproperty/895/wipo_pub_895.pdf
http://www.wipo.int/freepublications/en/intproperty/909/wipo_pub_909.pdf
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Compilations of data or other material, whether in machine readable or 
other form, which by reason of the selection or arrangement of their 
contents constitute intellectual creations shall be protected as such.  Such 
protection, which shall not extend to the data or material itself, shall be 
without prejudice to any copyright subsisting in the data or material itself.  

Part III of TRIPS sets out the enforcements of intellectual property rights. Article 
41(1):   

Members shall ensure that enforcement procedures as specified in this Part 
are available  under their law so as to permit effective action against any act of 
infringement of  intellectual property rights covered by this Agreement, 
including expeditious remedies to   prevent infringements and remedies 
which constitute a deterrent to further infringements.   These procedures 
shall be applied in such a manner as to avoid the creation of barriers  to 
legitimate trade and to provide for safeguards against their abuse.  

With regards to jurisdiction on sensitive information being disclosed by illegal access 
or illegal interception the European Convention on Cybercrime (respectively Article 2 
and 3 of the Convention) states that Parties to the Convention, shall adopt legislative 
and other measures, as necessary, to establish jurisdiction on such offences (Article 
22). However, according to Article 2 on illegal access:   

A Party may require that the offence be committed by infringing security 
measures, with  the intent of obtaining computer data or other dishonest intent, 
in relation to a computer  system that is connected to another computer system.  

This implies that the service provider is not cleared from the obligation to ensure 
reliable security measures for the protection of sensitive information. In the same line, 
Article 4 (Security) of ‘Directive 2002/58/EC concerning the processing of personal 
data and the protection of privacy in the electronic communications sector’ [10], 
states that:   

1. The provider of a publicly available electronic communications 
service must take appropriate technical and organisational measures to 
safeguard security of its services, if necessary in conjunction with the 
provider of the public communications network with respect to network 
security. Having regard to the state of the art and the cost of their 
implementation, these measures shall ensure a level of security 
appropriate to the risk presented. 

2. In case of a particular risk of a breach of the security of the network, 
the provider of a publicly available electronic communications service 
must inform the subscribers concerning such risk and, where the risk 
lies outside the scope of the measures to be taken by the service 
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